
Sr. No. Type Vulnerability Service Malware Family
1 vulnerable service CVE-2026-32201 web NA
2 vulnerable service CVE-2026-20963 web NA
3 vulnerable service CVE-2025-53770 web NA
4 vulnerable service CVE-2025-29794 web NA
5 vulnerable service CVE-2025-47163 web NA
6 vulnerable service CVE-2025-49706 web NA
7 vulnerable service CVE-2025-49701 web NA
8 vulnerable service CVE-2023-48795 ssh server NA
9 vulnerable service CVE-2025-21400 web NA

10 vulnerable service CVE-2024-38094 web NA
11 open service NA ssh server NA
12 exposed service NA elasticsearch web NA
13 exposed service NA mqtt broker NA
14 exposed service NA web NA
15 ddos potential NA snmp network management NA
16 ddos potential NA ntp mode 6 NA
17 malware infection NA NA dragon-boss

 


